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Assess & appraise

e
 What are ledgers?

* History and applicability of ledgers WORS | prs =]
* What are blockchains? “HARTERED cAlticramees

Lookaheads & likelihoods

 What are smart ledgers?

* What are smart contracts?

* The rise of the cryptocurrencies, mining, bitcoin, and altcoins
Options & outcomes

* Myths & legends

* Blockchain, more than a data structure?
Understanding & undertaking

* The central third-party problem

* Mutual distributed ledgers in action

* Governance of mutual distributed ledgers
Securing & scoring — trade

Discussion

"Get a detailed grip on the big picture."
Chao Kli Ning
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Assess & Appraise

Basics Of Smart Ledgers
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“A ledger is a book, file, or other record of financial
transactions.”
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Using Peer To Peer (P2P) Networks

Centralised

Decentralised

-

[Nick Williamson, “What Is A Blockchain?” (12 April 2015) - http://blog.credits.vision/what-is-a-blockchain/]

Distributed

gnutella
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Overview Of ‘Chains’

INPUT
Transaction A

Any length of data

Transaction
A

OUTPUT #A

#DFCD 24D9 AEFE 93B9 Hasf;xalue

Uniqgue hash value
of fixed length

Each transaction in the set that
makes up a block is fed through a

program that creates an encrypted
code known as the hash value.

Hash values are further combined in a
system known as a Merkle Tree.

The result of all this hashing goes
into the block’s header, along with a
hash of the previous block’s header
and a timestamp.

The header then becomes part of a
cryptographic puzzle solved by manipulating a
number called the nonce.

Transaction
C

Hash value
#e

MERKLE
TREE

Block 11

Block 10
Block 09

Block 08
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Financial Instruments,
Records, Models

Currencies

Commodities

Trading
Records

Certificates
of Deposit

Voting Rights
(Financial
Services)

Collateral
Management

Mortgage /
Loan Records

P2P Lending

Account

Portability

Derivatives

Insurance
Policies

Private and
Public
Equities

Credit Data

Client Monies
Segregation

Crowd-
Funding

Microfinance

Airmiles /
Corporate
Tokens

Possibly Distributively Ledgerable

Public Records

Land &
Property
Titles

Shipping
Registries

Business
License

Incorporation
/ Dissolution
Records

Criminal
Records

Birth / Death
Certificates

Health &
Safety
Inspections

Building &
Other Types
Of Permits

Government
/ Listed
Companies

Vehicle
Registries

Satellite
Registries

Business
Ownership
Records

Regulatory
Records

Passport

Voting ID

Tax Returns

Court
Records

Accounts &
Annual
Reports

Private, Semi-Private/Semi-
Public Records

NEGELT )

Other
Classifiable
Data

Professional
Qualifications

Human
Resources
Records

Accounting
Records

Locational Data

Arbitration

High School /
University
Degrees

Certifications

Medical
Records

Business
Transaction
Records

Genome &
DNA

Genealogy
Trees

Physical Keys, Intellectual
Property, Other Records

Office Key

Deposit Box
Key

Internet Of
Things

Licenses
Trademarks

Cultural
Events

Documenta-
ries

SIM Cards

Hotel Key
Car Key

Mail Box Key

Copyrights &
Patents

Digital Rights
Management

Proof Of
Authenticity
/ Authorship

Historical
Events




Lookaheads & Likelihoods

What Are Smart Ledgers?

“Get a big picture grip on the details.”
Chao Kli Ning
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*** An Ethereum smart contract to sell a website for "5000 by March”

First, store buyer's ethereum address:

in CEEED slot |. BUYER IR l. Ox6af26739b9ffef8aa2985252e535 Tide

Then, store seller's ethereum address:

i) save * Kl l. SELLER Jiuiiis lI Oxfeab802c014588f08bfee2741086c375

April 1, 2014 is 1396310400 in "computer time"

U) save ~ SR DEADLINE RGN 1396310400

If the agreed amount is received on time___

1
T e
*) I contract LEENENS l|| 5000 |

and - [ s o
‘llblnck timestamp _J{= ©_{BFEEY save - LM DEADLINE |

... then designate the buyer as the new website admin and pay the seller

N e ] 1
yll save ~ ElUsl WEBSITE_ADMIN JR:IL: ‘| data at (I slot CUBUYER

S o
‘ spend : contract CEENTRD | *© || data at (D slot | (ISR

WWW.bitcoinsuisse.ch
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Language: Python

from numbers import Number

_Insurers__ 3E__7_25 = None
_25_underwriting = None
A_u_w_25 = None

B_u_w_25 = None

C_u_w_25 = None

Count = None

D_u_w__25 = None
Total_u_w_25 = None

_25_underwriting = @
_Insurers___3E__7 25 = ©
if A_u_w 25 >= 7:

__Insurers__ 3E__7 25 = (__Insur
if B_u_w_25 >= 7:

_Insurers__3E__7_25 = (__Insur
if C_u w 25 >= 7:

__Insurers_ 3E__7_25 = (__Insur
Total u_w 25 = (A_u_w_25 + B_u w_
if Total_u_w_25 >= 2e:

if _ Insurers_ 3E__7_25 >= 2:

_25_underwriting = Total u_w_

7

if false:
pass




LY/
Z‘?," Terminology Evolving

Z/Yen Group,

2021

* ledger — a record of transactions
* distributed — divided among several or many, in multiple locations

e distributed ledger (DL) - a record of transactions shared in common and stored in
multiple locations

* mutual distributed ledger technology (DLT) — a technology that provides an immutable
record of transactions shared in common and stored in multiple locations

* blockchain - “a transaction database shared by all nodes participating in a system based
on the Bitcoin protocol”

* smart ledger — DLT with embedded, executable code -~ .o
& = =
ﬂ% l‘i:;hFJ =|es@
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Contract
Wholesale Execution
Payments
Identity
- Asset
Archiving Maintenance
Technology -

Change Regulatory
Difficulty Reporting

Timestamping

Process Change Difficulty

’ Asset Transfer
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Validates — entries
Safeguards — transactions
Preserves — historic record
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Global wealth circa USS 360 tn, cryptocurrencies 0.6%, Bitcoin 0.3%
All gold ever mined, 197,576 tonnes @ USS 60 M/tonne = USS 11,854,560,000,000, cryptocurrencies 17%, Bitcoin 8.5%

Total Market Capitalization

Linear 5cale Log 5cale :: E

Ffoom 1d 7d Im 3m Iy YTD ALL Apr 28,2013 — Jum 1, 2021

Sunday 2021-05-30 21:10:17 UTC=01:00
Market Cap: $1,561,234,389,219 USD
® 24h Vol $108,630,583,911 USD

24h Yol

Jul"3 Jan'14 Jul'14 Jan'15 Jul"15 Jan"16 Jul"g Jan"17 Jul"17 Jan"18 Jul"18 Jan"15 Jul"19 Jan "20 Jul 20 Jan 21

Market Cap ® 24h Vol
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“Money is a technology
communities use

to trade debts across space and
. money
time.”

Fiat currency

Backed

Unbacked

Money Commodity money

“Tokens of indebtedness are social

desires frozen at a point in time — tokens Common tender
depend on the future persistence of the ——
Community and its values.” Composite - currencies

- commodities
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Bitcoin Primer

Bob, an online merchant, decides to begin accepting bitcoins as payment.
Alice, a buyer, has bitcoins and wants to purchase merchandise from Bob.

N Sempting 10 Sk of sdSewvr o hark
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Ve 3 pevate bey
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verfy that s meshage tigned with the
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Spectrum.ieee.org “How a Bitcoin Transaction Works”
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Options & Outcomes

Myths & legends

* Brand new technology?

* Economics doesn’t matter?
e Speed doesn’t matter?

* Payments?
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United States Patent [19]

Ehrsam et al.

Myth - New

[11 4,074,066
[45] Feb. 14, 1978

(54]

[751

(73]

[21]
[22]

[51]
[52]
(58]

[56)

3,657,699 4/1972 Rocher et al. ...............
3,725,579 4/1973  Sturzinger

MESSAGE VERIFICATION AND
TRANSMISSION ERROR DETECTION BY
BLOCK CHAINING

Inventors: William Friedrich Ehrsam, Hurley;
Carl H. W. Meyer, Kingston; John
Lynn Smith; Walter Leonard
Tuchman, both of Woodstock, all of
N.Y.

Assignee: International Business Machines
Corporation, Armonk, N.Y.

Appl. No.: 680,404

Filed: Apr. 26, 1976
Int. CL2 .. HO4L 9/02
US. Cle ettt 178/22

Field of Search .......ccccrvvvennnenen. 178/22; 35/4;
340/146.1 AL

References Cited
U.S. PATENT DOCUMENTS

e 178722
178/22

Primary Examiner—Samuel W. Engle
Assistant Examiner—S. A. Cangialosi
Attorney, Agent, or Firm—Edwin Lester

[57] ABSTRACT

A message transmission system for the secure transmis-
sion of multi-block data messages from a sending station
to a receiving station.

The sending station contains cryptographic apparatus
operative in successive cycles of operation during each
of which an input block of clear data bits is ciphered
under control of an input set of cipher key bits to gener-
ate an output block of ciphered data bits for transmis-
sion to the receiving station. Included in the crypto-
graphic apparatus of the sending station is means pro-
viding one of the inputs for each succeeding ciphering
cycle of operation as a function of each preceding ci-
phering cycle of operation. As a result, each succeeding
output block of ciphered data bits is effectively chained
to all preceding cycles of operation of the crypto-
graphic apparatus of the sending station and is a func-
tion of the corresponding input block of clear data bits,
all preceding input blocks of clear data bits and the

FOVEFE U I SN S SR T S T T

FINANCIAL TIMES

Deocermber 14,2015 1 M per

Blockchain believers seek to shake up financial
services

Jane Wid

< gunv L v @ P K -

Meet one of the innovators looking at mainstream applications for the
infrastructure behind bitcoin

> -

".;:" ' D

. |
L

fa -

P
-

"Included in the crypto graphic apparatus of the sending station is
means providing one of the inputs for each succeeding ciphering cycle
of operation as a function of each preceding ciphering cycle of
operation. As a result, each succeeding output block of ciphered data
bits is effectively chained to all preceding cycles of operation.."

Smart Ledger Patents & Prior Smarts

27 May 2020

Michael Mainelli & Henry Price


http://www.longfinance.net/news/pamphleteers/smart-ledger-patents-prior-smarts/
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I

Filas

Example

Myth - New

PRESERVED IN

Lots of copies keep stuff safe!

.........................

E Ingest machines

_—__——i'—-;/ CLOCKSS |

Inges: B A

CLOCKSS \'I

A o o e o o e e ettt e ot oy

Ingest machines

CLOCKSS
Ingest Box A

match

tN

match

S CLOCKSS
Ingest Box B

match

Y
CLOCKSS

Ingest Box C

[SOURCE: https://www.clockss.org/clockss/How CLOCKSS Works - February 2016]

o o = = —————————

e-gold

cwulaqgg %mcﬂy



https://www.clockss.org/clockss/How_CLOCKSS_Works

|/
_/_gn Myth — Economics Doesn’t Matter

Z/Yen Group,
2021

Annualized Total Bitcoin Footprints

Carbon Footprint Electrical Energy Electronic Waste

52.66 Mt CO2 110.86 TWh 10.04 kt
- % F— 3
A\ w
Comparable to the carbon footprint of Comparable to the power Comparable to the e-waste generation
Sweden. consumption of Netherlands. of Luxembourg.

Single Bitcoin Transaction Footprints

Carbon Footprint Electrical Energy Electronic Waste

545.03 kgCO2 1147.43 kWh 103.90 grams

A ¥ (1]

Equivalent to the carbon footprint of Equivalent to the power consumption Equivalent to the weight of 1.60 'C'-size
1,207,971 VISA transactions or 90,838 of an average U.S. household over batteries or 2.26 golf balls. (Find more
hours of watching Youtube. 39,33 days. info on e-waste here.)

https://digiconomist.net/bitcoin-energy-consumption/
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Myth — Economics & Speed Don’t Matter

Google search 40,000 a second
Visa payments 65,000 a second
Twitter 600 a second
Facebook 700 a second
Bombay Exchange 4,600 a second

Factor Bitcoin Ethereum ChainZy
Speed — transactions per second 7 tps 30 tps 2,000 to
100,000 tps
S/transaction $20 $12.50 <$0.000001
Validation time 10 minutes 15 seconds 0.0001 second
interxion
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EZED
FINAL 2021

Nelp raise maney 1o support thousands of geogie v neey
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Crypto Cockroaches?

Percentage of Total Market Capitalization (Dominance)

Overlapping Stacked .J =

Zoom 1d 7d 1m 3m 1y YTD ALL Apr 29,2013 — Jun 1, 2021

Monday 2021-01-04 01:00:00 UTC=01:00

# Bitcoin: 89.71%
80% ® Ethereum: 12.83%

® Tether: 2.43%

# Cardano: 0.74%

® Binance Coin: 0.69%

® XRP: 1.18% j
B0% ® Dogecoin: 0.14%

UsSD Coin: 0.48%
#® Polkadot: 1.05%
® Uniswap: 0.17%
Othars: 10.58%
403% -
A% s

Percentage of Total Market Cap

20%
I..-Jl' --.-”' P
= lfr.l' 'ﬂ |
e ) _\"*@“":_-—
Jul'13 Jan'14 Jul "4 Jan'15 Jul 15 Jan 16 Jul'16 Jan"17 Jul"7 Jan "8 Jul "8 Jan'19 Jul"1g Jan '20 Jul '20 Jan 21
e ———

—— W P P

2014 2015 2016 2017 et 2020 2021

® Bitcoin @ Ethereum @ Tether @® Cardano @ Binance Coin @ XRP @ Dogecoin USD Coin @ Polkadot @ Uniswap Others

rninmarkstran com
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The money flower: a taxonomy of money Graph 1

Digital Central bank issued

Widely

accessible Token-based

CB reserves and
Bank settlement
deposits accounts

Private digital
tokens
(wholesale

Private digital tokens

B : cBDC
(general purpose)

Notes: The Venn-diagram illustrates the four key properties of money: issuer (central bank or not); form (digital or physical); accessibility
{widely or restricted) and technology (account-based or token-based). CB = central bank, CBDC = central bank digital currency (excluding
digital central bank money already available to monetary counterparties and some non-monetary counterparties). Private digital tokens
(general purpose) include crypto-assets and currencies, such as bitcoin and ethereum. Bank deposits are not widely accessible in all

jurisdictions. For examples of how other forms of money may fit in the diagram, please refer to the source.
https://www.bis.org/publ/atrpdf/r gt1709f.pdf

Source: Based on Bech and Garratt (2017).
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When The Pixie Dust Settles

"You’'ll see her after the third glass”

* not necessarily blockchain

* privacy?

* fractional reserve banking works how ?&*!
* Mainelli’'s economic corollary to Godwin’s law of Nazi analogies -
taxation Nazis?
Meeting future
Supporting competition, ~ PaYment needs ina Improving the
efficiency and digital economy 4, ailability and usability

innovation in payments of central bank money

Avaiding the risks of Addressing the

consequences of a
decline in cash

new forms of private
money creaticn

Supporting a As a building block for

resilient payments better cross-border
landscape @ payments
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Central
Database

Efficient

'—rw—ri e
Broac;)c\:/aesr':in MiaSter
Free for S Node
A” NOdES W
Nodes

Supervisor
No. Central “Collective
Thm_i Nodes

Nodes
Parties
Inefficient

Single Central
Third Party

-~
—

Ripple
Ethereum

Bitcoin




Understanding & Undertaking

Apps Exist, But They’re Boring
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@Chainzy About - Stats - Case Studies - Products - The Mutual

ChainZy is a set of working products handling tens of millions of
transactions per year. The ledgers are sometimes viewable, and the
clients below give some idea of the breadth of applications or
demonstrations already complete (* = viewable ledger, L = live
application, D = demonstration/pilot).

TimeChainZ - Clinical Assessments *L

TimeChainZ - MovieSweep *L

TimeChainZ - States of Alderney *L

TimeChainZ - Youthinmind L

TimeChainZ - Regulatory Reporting For High-Frequency Trading D
TimeChainZ - Book Publishing Download Authentication L
IDChainZ - Mobile Application D

SmartChainZ - FastTrackTrade *L

SmartChainZ - Fishface L

SmartChainZ - loT Refrigerator Timestamping D

SmartChainZ - Cyber-Catastrophe Insurance-Linked-Security Index *L
TimeChainZ - Catenae Uses ChainZy For Firedoor Inspections L
TimeChainZ - SafeShare Insurance L, now D

GeoChainZ - GeoGnomo D

GeoChainZ - GeoTono D
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Door Guardian
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Bringing compliance right to your door

Obtaining Proof Of Existence

Last Timestamp

MetroGnomo X1 ﬁ.

View Live: Latiger

T e Teme ) Lowrape Tomariam sz i)

II III III e

VB Mt . Basbiasn i e

p Time (5)

fuHash TableHash
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Average Timestamp Duration (5)

Firedoor, YouthInMind, Metrognomo, IDchainZ, Cov-ID.io

Add Data to Ledger
ek Now Endey
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A User has Covid-19 antigen/
antibody test/retest, then the
o Validated ID & test result are
written to the Blockchain and
uploaded onto App

Guard/Access Contre¢
0 checks ID and certificate, then
confirms admission or refusal

User receives push notifications
about results status and other
clinical guidance

or security entrance

ser opens the

The U
&)
% € cov-p App on their

smartphone

ety | Guard/Access Control System
ﬂ, o scans QR code using

device/scanner, opening link
J— to digital wallet

Z/Yen Ltd. & Catenae Innovation plc 2020

The User approaches a location



Securing & Scoring

Trade?
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d fasttrack 2
= I want a very easy tool to sell
my production abroad.”

- Thuy, Siem Reap green house

Log In

f fasttrack
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GeoGnomo — Geostamping

Lathucs
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Left Melghbor Code
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C p— morld Trade Barriers
LONG

FINAMNCE BISTRIBUTED International trade creates and channels wealth and prosperity + Direct Barriers
FUTURES throughout the world. An efficient and effective global trading *Tariffs

system allows goods and services to flow to where they are *Embargos

The Economic Impact Of Smart needed most, through price signalling. In turn, trade generates

Ledgers On World Trade value through economies of scale and specialisation. +Indirect (Non-Tariff) Barriers
*Quotas
International trade allows countries to exploit economies of scale «Domestic subsidies

by producing for a bigger mass market than would be achievable xCustoms delays

domestically. The efficiency gains are then transferred to *Varying degrees of development
consumers through lower prices. Other economic benefits are xCultural & linguistic differences
Q’:\nnelled to workers through higher salaries.
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The cost of importing a single container could be reduced by
around $46.




© Z/Yen Group,
2021

Revolutionary — Stone Soup Database Projects?
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via dTrack to verify link to original data
(the app stores user & geo lacation);
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tracking activated in dTrack 3pp.
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‘download source data to
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‘Internet of Record’ — Just Independent Timestamping

Privacy Consumer Securities Travel Government E-Commerce
inancial Trading Services
Logicyl Access Control Physical Access Control

Domain-Specific Permission Libraries

Deontic Logic API

Deontic Logic Translation Engine

Smart Ledgers — Internet of Record

TCP/IP — Internet of Communications

Underlying Computing Operating System (e.g., Linux, i0OS, MacOS, Windows)
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Mundane - Identity, Document, & Agreement Exchange?
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"Get a detailed grip on the big picture."
Chao Kli Ning



Questions, Comments, Answers (?)
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Thank you!

“If you have trust | shall give you trust; if you
have no trust | shall take it away.”

“Get a big picture grip on the details.” FINANCE
Chao Kli Ning



